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MexceTeBble CepBepbl
3KpaHbI

HewTaTHbIE CUTYyaL

06pbIBbI IMHNI CBA3M
c6ou MO ob6opyaoBaHUA

OLLUNG6KN KOHPUTypaLun
agMUHNCTpaTopa
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HewTaTHOW cuTyauun

[ECATKN MUHYT NPOCTOA
B MPOCTbIX CUTYyalUUNAX

HacCbl MPOCTOA
B C/ZTOXKHbIX CUTYaUUNAX



ynpaBsieHne ceTbio C KOHCOJ/IbHbIM CEpBEepoOM o

Hannune yaaneHHoro ynpasneHms o6opyg0BaHNEM B HELLUTATHbIX CUTYaLUAX
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—————— KoHconbHbIe (aux) noaknoueHUs

Npepanaraemoe peLueHve

KoHconbHbI cepBep

Eltex SCS-32

© OTpenbHas ceTb
ynpaB/ieHus

© Pe3epBHbIV KOHCOJIbHbIN AOCTYN
npu notepe in-band ynpaBneHwus

© 32 nocnepoBaTesibHbIX NOpPTa
RS-232 (RJ-45)

© YcTpaHeHwue HewlTaTHOM
CUTyaLuum 3a MUHYTY

@© MwuHYTbI NPOCTOA B C/IOXKHbIX
cMTyaumsax



TexHn4YecKkme XxapakTepuctukm e
Eltex SCS-32

NHTepdelncol PusnUeckne xapaKTepucTUKmn

32 nocnepoBaTtenbHbIX UHTepderica RS-232 (RJ-45) DCE *» 47b DDR4 RAM

2 nHTepdeiica 10GBASE-R/1000BASE-X (SFP+/ SFP) 1U popm-dakTop ':iﬁ‘:
2 nHtepderica 10/100/1000BASE-T (RJ-45) [lo AByx 6/10KOB NUTaHUA

2 uHTtepdeiica USB 3.0 C ropsiveli 3ameHoM

1 KOHCOJIbHbI NHTepdelic RS-232 (RJ-45) PesepBuposaHue

NCTOYHUKOB NUTaHuA (1+1)

Noapob6bHaa nHdopmMmauus
Ha cauTe Eltex.ru



https://eltex.ru/product/scs-32/
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https://eltex.ru/storage/upload_center/files/28/SCS-32_datasheet_1.1.0.pdf

O6Luas ceTeBas Tonosiorus O

AAMUHMCTpaTOp ceTU
203.0.113.12/25
192.0.2.12/24

CeTb ynpaBneHus KopnopaTmBHas ceTb

192.0.2.0/24
198.51.100.0/24

Tun 1 Tun 2
JlokanbHas ceTb Moaknto4yeHue yepes
ynpasneHus (OOB) 4G LTE mopem

203.0.113.0/25
203.0.113.128/25

KoHconbHbI cepBep
Eltex SCS-32

Gi 1/0/1 203.0.113.151/25

Gi 1/0/2 198.51.100.151/24 SNMP
YcTpouicTBo 198.51.100.105/24
c KOHCOHbeIM

nHTepdeiicom
RADIUS TACACS SYSLOG

198.51.100.101/24 198.51.100.102/24 198.51.100.103/24 198.51.100.104/24



HayanbHble HACTPOUKWN

HacTtpouka
# HacTpoiika MMeHM yCTPOMCTEBA

hosthame ELTEX SCS 32

# HacTpoika cCeTeBHX IIOPTOB
interface gigabitethernet 1/0/1
ip address 203.0.113.151/25

interface gigabitethernet 1/0/2
ijp address 198.51.100.151/24

# HacTporka nojs3oBaTeyss scs32
username scs32

password scs32

privilege 15

# IpuMeHeHMe KOHOMI'ypauuM
commi t

# Coxpanenme koHbOMI'ypauumu
# Bes kxomMaHmgs oTkaT uepesd 600 cek
confirm

el
MpocmoTp KoHPUrypauum

# NpocmoTp mMHOOPMaLMM OB yCTPOMCTEE
show system

# IIpocMOTP COxpaHeHHOV KOHbuIypauym
show running - config

# IIpocMoOTp mpmMMeHsieMOV KOHOuIypauym
show candidate - config

# MpocMoTp MHTepdercor
show interfaces status

# NpocMmoTp noms3oBaTENEN
show users accounts

[oKyMeHTauua no HacTpomke 3.
Eltex SCS - 32



https://docs.eltex-co.ru/pages/viewpage.action?pageId=713099359

AUX nHrepdpenc

AAMUHUCTpaTOp CeTn
B  203.0.113.12/25

CeTb ynpaBsneHus

KOHCO/IbHbIN

cepBep gi 1/0/1 203.0.113.151/25
Eltex SCS-32

~, YCTPOWCTBO C KOHCO/IbHbIM
> nHTepdericom

O

HacTpoiika
# PacnmuHoBaHm o cxeme DCE

# «IpsiMoi» kabens nnst koHcoJsei DTE
# show line aux 1/0/1
line aux 1/0/1

databits 8

flowcontrol disabled

parity none

speed 115200

stopbits 1

MpocmMoTp KOHPUrypaumm

ELTEX-SCS-32# show line aux 1/0/1

AUX Line 1/0/1

Baud rate : 115200

Databits 8

Parity None
Stopbits 1

Flowcontrol Disabled

Timeout Exec (min): 30



REVERSE TELNET

AAMUHUCTpaTOp CeTn
B  203.0.113.12/25

CeTb ynpaBsneHus

KOHCO/IbHbIN
cepBep

gi 1/0/1 203.0.113.151/25
Eltex SCS-32

~, YCTPOWCTBO C KOHCO/IbHbIM
~ nHTepdericom

O

HacTpoiika

# HacTponkxa nogkxiiouenHuss telnet no mopry 2001
line aux 1/0/1

transport telnet port 2001

transport input telnet

# BxioueHme telnet cepmepa
ip telnet server

MoaxkntoyveHue c NK agMHUCTpaTopa

telnet 203.0.113.151 2001
Connected to 203.0.113.151.

ELTEX SCS 32 login: scs32

Password:

DEVICE- WITH CONSOLEPORT login: user
Password:

DEVICE- WITH CONSOLEPORT#

# xomampma UART BREAK - Ctrl + ] sarem send brk
# xomMannma paspsBa ceccum - Ctrl + ] sarem g



REVERSE SSH

AAMUHUCTpaTOp CeTn
B  203.0.113.12/25

CeTb ynpaBsneHus

KOHCO/IbHbIN
cepBep

gi 1/0/1 203.0.113.151/25
Eltex SCS-32

~, YCTPOWCTBO C KOHCO/IbHbIM
> nHTepdericom

HacTpoiika
# Hacrpoika nogkiwdeHmust no ssh

line aux 1/0/1
transport input ssh

# Bxkiwouenme ssh cepreepa
ip ssh server

MoaxkntoyveHue c NK agMHUCTpaTopa

ssh scs32:aux1@203.0.113.151

scs32:aux1@203.0.113.151's password:
DEVICE- WITH CONSOLEPORT login: user
Password:

DEVICE- WITH CONSOLEPORT#

# xomanma UART BREAK - ~b
# xoMannma paspiBa ceccum - ~.



CTaTunyeckasa mapwipytuvsauvs O
[ Oteh tolz KO, FIB - 300

HacTpoiika

AZAMUHUCTpPATOpP CeTU
203.0.113.12/25
192.0.2.12/24

# HacTpoika cTaTMYeCKMX MapupyTOB
ip route 192.0.2.0/24 198.51.100.1
ip route 203.0.113.0/25 203.0.113.129

CeTn ynpasneHus
203.0.113.0/25
203.0.113.128/25

KopnopaTuBHbIe ceTu
192.0.2.0/24
198.51.100.0/24 <
BoiBOA MapLUpyTHOU MHOpMaL U

Gi 1/0/1 ELTEX-SCS-32# show ip route

203.0.113.151/25 )
Gi 1/0/2

198.51.100.151/24 Codes:C - connected ,S - static
D - DHCPderived ,K - kernel route |,
* - FIB route

C *198.51.100.0/24 [0/0] dev gil/0/2

S *192.0.2.0/24  [1/0] via 198.51.100.1  on gil/0/2
KoHconbHbIli cepsep S *203.0.113.128/25 [0/0] dev gil/0/1
Eltex SCS-32 C *203.0.113.0/25 [1/0] via 203.0.113.129  on gil/0/1



MGMT ACL

AAMUHUCTpaTOp CeTn
B  203.0.113.12/25

CeTb ynpaBsneHus

KOHCO/IbHbIN
cepBep

gi 1/0/1 203.0.113.151/25
Eltex SCS-32

aux 1/0/1

console

YcTpowcTBo
C KOHCOJIbHbIM
UHTepdeincom

Hactpouika ACL Ha cepBuc ssh/telnet

# Object-group mns K AgMmHMCTpaTopa
object - group network MANAGEMENT
ip address -range 203.0.113.12

# Ipumenenme object-group Ha cepBuc telnet
ip telnet access - addresses MANAGEMENT

# IpuMenenme object-group Ha cepBuc ssh
ip ssh access -addresses MANAGEMENT

MpoBepka HacTpoek

ELTEX-SCS-32# show running-config remote-client
ip ssh server
Ip ssh access - addresses MANAGEMENT

ELTEX-SCS-32# show object-group network MANAGEMENT
IPv4 Ranges

203.0.113.12



ACL

AAMUHUCTpaTOp CeTn
B  203.0.113.12/25

CeTb ynpaBsneHus

KOHCO/IbHbIN
cepBep

gi 1/0/1 203.0.113.151/25
Eltex SCS-32

aux 1/0/1

console

YcTpowcTBo

=, o
C KOHCOJIbHBIM § 2 Na
nHTepdelicom N

Hactpovika ACL Ha $um3nyeckuin noptT

ip access - list extended MANAGEMENT
# IpaBuno nnst nomkiawdeHust no ssh m telnet

rule 1
action permit
match protocol tcp
match source - address 203.0.113.12 255.255.255.255
match destination - port port  -range 22 -23

# NpuMenenme ACL MANAGEMENT Ha gi 1/0/1
interface gigabitethernet 1/0/1
service -acl ip input MANAGEMENT

MpoBepka HacTpoek (YaCTUYHbIW BbIBOA)

ELTEX-SCS-32# show ip access-list MANAGEMENT

Index: 1

Matching pattern:
Protocol: TCP(6)
Source IP address: 203.0.113.12 255.255.255.255
Destination port: 22 -23

Action: Permit

Status: Enabled



RADIUS

]l BHHJ Y CO HB 2

AAMMHUNCTpaTOp CeTun
192.0.2.12/24 -

Gi 1/0/2 198.51.100.151/24

KOHCO/IbHbIN
cepBep

Eltex SCS-32

KopnopaTtuBHas ceTb
198.51.100.0/24

RADIUS
198.51.100.102/24

hMj tco J tetso

g . HacTtporika
# Hacrpomkxa radius cepeepa P

radius -server host 198.51.100.102
key ascii -text RADIUSKEY
timeout 9
source -address 198.51.100.151

# Hacrporka npobémns ayTeHTMOMKaAUMM
aaa authentication login  RADIUS radius local

# Ipuesizsxka npopmnsa k telnet
line telnet

login  authentication RADIUS

MpocmoTp KOHPUrypauumn

ELTEX-SCS-32# show aaa radius-servers

Host Priority Source Key

198.51.100.102 1 198.51.100.151 AE952744853C63DE12



TACACS

]l BHHJ Y CO HB 2

AAMMHUNCTpaTOp CeTun
192.0.2.12/24 -

Gi 1/0/2 198.51.100.151/24

KOHCO/IbHbIN
cepBep

Eltex SCS-32

KopnopaTtuBHas ceTb
198.51.100.0/24

TACACS
198.51.100.103/24

hMj tco J tetso

HacTtporika
# Hacrpomkxa tacacs cepeepa

tacacs -server host 198.51.100.103
key ascii -text TACACSKEY
source -address 198.51.100.151

# Hacrporka npobémns ayTrTeHTMOMKaAUMM
aaa authentication login TACACStacacs local

# Npuesizsxka npopmns k ssh
line  ssh

login  authentication TACACS

MpocmoTp KOHPUrypauumn

ELTEX-SCS-32#show aaa tacacs-servers

Host Priority Source Key

198.51.100.103 1

198.51.100.151 A895204C933C63DEFE



SYSLOG o

]l BHHJtYCO HEBS 2 Mjtco jtetso

# OBume HacTpoiKM HacTtpownka
syslog max- files 33

AAMVHMCTPATOp CeTH syslog timestamp msec
192.0.2.12/24 -

# HacTpoMkM JIOTUMPOBAHMUSI NPOILLECCOB
logging  service  start - stop
logging login  on- failure

Gi 1/0/2 198.51.100.151/24 # HacTpolika nokajbHOTO daiina
syslog file tmpsys:syslog /scs
severity info

# HacTponka ygnajneHHoro syslog cepmepa
syslog host SYSLOGSERVER
remote - address 198.51.100.104

KoHCONbHbIV KopnopaTunBHas ceTb severity info
cepsep 198.51.100.0/24 source -address 198.51.100.151
Eltex SCS-32
NpocmoTp KoHbUrypaumm

ELTEX-SCS-32# show syslog configuration

SYSLOG .
198.51.100.104/24 Name IP Address Severity

SYSLOGSERVER 198.51.100.104 info



SNMP O

]l BHHJtYCO HEBS 2 Mjtco jtetso

# Bkinwouenme cepsuca SNMP HacTtporika
snmp- server

AAMMHUNCTpaTOp CeTun

192.0.2.12/24 - # Hacrpomka nonwsoBaTenst SNMP v2c
snmp- server community SNMPv2COMMUNITY  v2c¢ 198.51.100.105 ro

# HacTpomka nonws3oBaTenss SNMP v3

snmp- server user SCS - 32- SNMPv3

Gi 1/0/2198.51.100.151/24 authentication algorithm shal

authentication access priv

authentication key ascii - text 123456789

privacy algorithm aes256

privacy key ascii - text 123456789

Enable
KOHCONBbHbIA KopriopaTueHas ceTb # Hacrponka ymanexHHoro SNMP TRAP cepeepa
cepsep 198.51.100.0/24 snmp- server host 198.51.100.105

snmp- server enable traps snmp

ELTEX SCS-32

j

SNMP JoKymeHTauus

198.51.100.105/24 no HaCTpOVIKe SNMP

[T/



https://docs.eltex-co.ru/pages/viewpage.action?pageId=683673360

MNoppep>kka USB mogemoB O
l SLBEEYy des dMf sdz? LsoOdzgdjy HBS 2 USB sH ] 39

AAMUHUCTPATOpP ceTn
192.0.2.12/24

NHTepHeT
KopnopaTuBHbie
cetn
192.0.2.0/24
198.51.100.0/24
usb mogem
* modem 1

Gi 1/0/2
KoHconbHbIV cepBep 198.51.100.151/24
Eltex SCS-32

usb noaknoueHne

# [lpobmne Cc ydyeTHHMM IOAaHHBIMM MOJAEeMa HaCTPOMKa USB MoAema
cellular profile 1
APN internet.mts.ru
user mts
password ascii - text encrypted 91A010
number *99#
allowed - auth pap
# NpuBsizska npodmiass k MomeMy
cellular modem 1
devicel -1
mode stick
profile 1
enable

HPOBepKa noaksro4yeHnsa moagemMa

ELTEX-SCS-32# show cellular status modem

Number USB port Model Current state
device

state

1 1 -1 XXXXXXXX connected



fapaHTUNHOE N TeXxHNn4YecKoe obcny>xmBaHue

TexHMnUYecKan nogaepikka ABaHcoBas nogmMeHa PacluvipeHHasa rapaHTvs
SC - service contract NBS - next business shipping EW - extended warranty
KOHcyanaLI,VII/I - BbIMNOJ/IHEHNE 3alNpocoB OTI'IpaBKa 060py,qOBaHI/IS| Ha nogMeHy ﬂ,l/laFHOCTI/IKa
Ha npeaocrtaB/ieHUne TEXHNYECKON Ha BpeMA peMOHTa Ha Cﬂep,yI-Ol.IJ,I/II7I A€Hb

BecnnaTHoe ycTpaHeHune
HeA0CTaTKOB, eCNN AUarHoCTUPOBaH
rapaHTUNHbLIN cny4vai

KOHCy/IbTauuu rno o6opyaosaHuIo,
0 cnocobax N meToAax ycTpaHeHus
HeuncrnpaBHocCTeun

lNnaTHoe ycTpaHeHue (oTAeNbHasA ycayra)
HeAOoCTaTKOB, eCc/IN ANarHoCTUpPOBaH
HerapaHTUWHbLINA cny4aii

BbinonHeHMe 3anpocoB Ha gopaboTky MO.
Heob6xognmas gopaboTka
COrz1acoBbIBAETCS C PyKOBOACTBOM

24x7 [ 8x5 1/ 3 /5 8x5 1/ 3 /5 8x5 2 / 3 /5
no HCK n MCK rogq ropga net no HCK rogq roga net no HCK ropa ropga et

Bpemsi npefocTaB/ieHNs ycnyr Cpok npegocTaB/ieHNs ycnyr Bpemsi npegocTaBieHns ycnyr Cpok npegocTaB/ieHNs ycnyr Bpemsi npefocTaB/ieHNs ycnyr Cpok npefocTaB/ieHNs ycnyr



becnnaTtHoe TectupoBaHue SCS - 32

KoHconbHbIV cepBep SCS-32

NHTepdencol: 32xSerial (RS-232), 2x1G, 2x10G SFP+

Mutadne: AC/DC, 2 cMmeHHbIX BTN

OcTtaBuTh 3aABKYy MpoTtecTupoBaTh 6ecnnaTHo

3asBKy Ha 6ecnaiaTHoe
TecTpoBaHME MOXHO

Nnn Hanpamyto
HanucaTb Ha NOYTy:



mailto:sales@eltex.ru
https://eltex.ru/product/scs-32/?utm_source=qr-code&utm_medium=webinar&utm_campaign=25-06-26

Bonpochl
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